E-Safety Guide for Staff

Weatherhead High School has appointed the e-Learning Co-ordinator as the e-Safety
Co-ordinator.

This guidance is supported by our Acceptable Use Policy for staff and a separate version
suitable for students; the Policy on the Use of Social Networking Websites; and the Policy
on the Use of Photography/Film.

This e-safety guidance and our Acceptable Use Policies are agreed by the Board of
Governors and reviewed annually. This policy will next be reviewed in July 2018.

Why is internet use important?

New technologies have become integral to the lives of children and young people in
today’s society, both within school and in their lives outside school. It is an essential
element in 21st century life for education, business and social interaction. The internet and
other digital information and communications technologies are powerful tools, which open
up new opportunities for everyone. These technologies can stimulate discussion, promote
creativity and stimulate awareness of context to promote effective learning. Internet use is
part of the curriculum and a necessary tool for learning. It can raise educational standards,
promote student achievement, support the professional work of staff and enhance the
school’s management information and administration systems. It also brings opportunities
for staff to be more creative and productive in their work.

All users, who show a responsible and mature approach to its use, should have an
entitlement to safe internet access at all times.

Students will use the internet outside school and will need to learn how to evaluate internet
information and to take care of their own safety and security. Guidance on this is provided
during assemblies, form time activities, ICT and PSHCE lessons and many other
curriculum activities.

How does internet use benefit education?

Benefits of using the internet in education include:-

Access to learning wherever and whenever convenient.

Access to world-wide educational resources including museums and art galleries.

Educational and cultural exchanges between students world-wide.

Access to experts in many fields for students and staff.

Professional development for staff through access to national developments,

educational materials and effective curriculum practice.

Collaboration across support services and professional associations.

e Improved access to technical support including remote management of networks
and automatic system updates.

e Exchange of curriculum and administration data with the Local Authority and DfE.

How can internet use enhance learning?
e The school internet access is designed expressly for student use and includes
filtering appropriate to the age of students.
e Students will be taught what internet use is acceptable and what is not and will be
given clear objectives for internet use.
e Internet access will be planned to enrich and extend learning activities.



o Staff will guide students in on-line activities that will support learning outcomes
planned for the students’ age and maturity.

e Students will be educated in the effective use of the internet in research, including
the skills of knowledge location, retrieval and evaluation.

Authorised Internet Access

e The school will maintain a current record of all staff and students who are granted
internet access.

e All staff must read and sign the Acceptable Use Policy (AUP) before using any
school ICT resource.

e The Acceptable Use Policy extends to the use of school devices/platforms used off
site and personal devices used to access the school network or for school related
activities off-site.

e Parents will be informed that students will be provided with supervised internet access.

e Students must apply for internet access individually by agreeing to comply with the AUP.

e KS3/4 parents and all students will be asked to sign and return a consent form for
student access.

e Use of the internet and facilities such as e-mail are intended for educational
purposes only. Any view communicated over the internet may be deemed to be a
view of the school akin to formal correspondence issued by post. Personal views
about the school in an electronic communication should not be given or must be
endorsed by the Headteacher or a member of the Senior Leadership Team.

The Internet

o |If staff or students discover unsuitable sites, the URL (address), time and content
must be reported to the e-Learning Co-ordinator and recorded in the e-safety log.

e Wherever possible, the school will ensure that the use of internet derived materials
by students and staff complies with copyright law.

e Students should be taught to be critically aware of the materials they are shown and
how to validate information before accepting its accuracy. Whenever possible, staff
should always check the online content they are intending to use with students in
the classroom beforehand to see if the site is accessible and to check the
appropriateness of the content and surrounding content.

Online Learning
o Staff and students must sign the school’s AUP for access to the school’s learning
platforms.

Email

e The email system is for professional business purposes only, and not for any
personal requests.

e Staff and students may only use approved web based e-mail accounts on the
school system.

e Whenever e-mail is sent, the sender’s name, job title, e-mail address and the
school’s name must be included.

e When sending e-mails, please be mindful of your intended audience to avoid
colleagues receiving unnecessary information.

e On occasion staff may receive e-mails out of school hours. Where this occurs there
is no expectation for staff to respond or action until the following working day.

e Every user is responsible for all mail originating from their user ID (e-mail address).

e Forgery or attempted forgery of electronic mail is prohibited.

e Attempts to read, delete, copy or modify the e-mail of other users are prohibited.



Attempts to send junk mail and chain letters are prohibited.

Staff must immediately tell a member of the SLT if they receive an offensive e-mail.
Staff must not reveal personal details of themselves or others in e-mail
communications.

Access in school to external personal e-mail accounts may be blocked at certain
times of the day.

Only departmental e-mail addresses should be used in communications with
parents and carers e.g. businessdept@weatherheadhigh.co.uk. Under no
circumstances should staff communicate with parents or students using their own
personal e-mail address.

Password Protection

The school issues passwords.

Staff and students are encouraged to use a strong password.

No use of generic passwords.

Passwords must not be disclosed to staff or students.

Staff and students are educated on what constitutes a strong password.

Social Networking

The school blocks/filters access to social networking sites and newsgroups unless a
specific use is approved and logged in the e-safety log.

Students are advised never to give out personal details of any kind which may
identify them or their location.

Students are advised not to place personal photos on any social network space that
would identify their school or where they live.

Students are advised on security and encouraged to set passwords, deny access to
unknown individuals and are instructed on how to block unwanted communications.
Students should be encouraged to invite known friends only and deny access to others.
Assemblies and up-to-date presentations are presented throughout the school year
and with the introduction of emerging technologies.

Staff are not to have students, parents/carers as contacts on their personal social
networking profiles.

Staff are not to converse about school related issues or students on social
networking sites.

Staff and students are to ensure they understand the platforms they use and the
privacy functions within.

Staff at Weatherhead are to adhere to the locally agreed Social Networking Policy.

Filtering & Monitoring

The school will work in partnership with the Local Authority to ensure filtering
systems are as effective as possible.

All student computers are monitored using Securus to help identify harmful content
and misuse in online and offline applications.

Cyberbullying

Bullying in any form will not be tolerated at Weatherhead. Cyberbullying will be
dealt with in line with the school’s Anti-bullying Policy.

Video Conferencing

Students should ask permission from the supervising teacher before making or
answering a videoconference call.
Videoconferencing will be appropriately supervised for the students’ age.
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USB memory sticks and other Portable Data Storage Devices
o Staff are not to have any unprotected sensitive student data stored on USB or
external hard-drive devices that go off site. If in doubt as to appropriateness, advice
can be sought from the e-Learning Co-ordinator.
e Sensitive data should be encrypted; advice on how to do this can be obtained from
the ICT Technicians and e-Learning Co-ordinator.

Portable Devices (e.g. laptops or tablets)

e If you have information about learners on your laptop or tablet (e.g. data or
registers), you should ensure that no unauthorised person uses your device. You
are responsible for ensuring password protection for the data on your device.

e The AUP applies to school equipment/software made available to you for use at
home and in school.

Digital Cameras

e Staff are to only use school equipment to photograph students.

e Staff must not use personal equipment to photograph students unless permission
has been granted to upload images to one of the school’s social networking sites
directly from personal equipment e.g. a smartphone. This will be of particular
relevance to trips abroad.

e Storage cards are to be cleared when the camera is returned.

Storage of Photographs

e Photographs must be stored in a secure area within the school network on the staff
shared area: S:\Admin - Genera\SCHOOL PHOTO ARCHIVES

e Photographs are to remain on school premises when practicable. Images taken off-
site, for example on a school trip, should only be downloaded onto school network.

¢ Photographs are to be deleted when no longer required.

e The school’s policy on ‘Use of Photography/Film’ must be adhered to regarding
photographing and publishing images of children.

Smartphones and other Hand Held/Communication Devices
e Smartphones and other hand held communication devices should not be used for
personal use in the lesson or formal school time (students and staff).
e Smartphones — Bluetooth should be turned off at all times.

Published Content, the School Website and Social Networks
e The contact details on the website will be the school address, e-mail and telephone
number. Staff or students’ personal information will not be published.
¢ A designated member of the SLT, assigned by the Headteacher, will take overall
editorial responsibility and ensure that content is accurate and appropriate.

Guidelines for Using Departmental Twitter Accounts

e Social media platforms are a public space and school accounts should be used in
line with the school’s e-safety guidance and Acceptable Use Policy.

e Twitter accounts should be approved by the department SLT Mentor prior to
activation. Please inform the e-Learning Co-ordinator so accounts can be
monitored and promoted.

e Accounts should be linked to a departmental email address, e.g.
businessdept@weatherheadhigh.co.uk and the password known to key members of
departmental staff.



e Use a strong password; keep passwords secure.

e Curriculum accounts should be used to follow industry experts, professional bodies
and educators; this may include the professional accounts of Weatherhead staff
and curriculum accounts.

e Professional language should be applied at all times; avoid slang/text style

language.

Do not follow student accounts or the personal accounts of Weatherhead staff.

Encourage students to ‘profect’ their tweets.

Do not send direct messages (DM) to students.

Check hashtags before including them in tweets; some hashtags may bring up

inappropriate results as part of the search.

e Accounts must be monitored regularly by the Curriculum Leader or Head of
Department; curriculum accounts will be monitored by the e-Learning Co-ordinator.

e Please be aware that not all students will have regular access to the internet;
important messages and notices must be available in an alternative location for
those students and be issued with enough advanced notice.

Publishing Students’ Images and Work

e The school’s policy on ‘Use of Photography/Film’ must be adhered to regarding
photographing and publishing images of children.

e Photographs that include students will be selected carefully and will be appropriate
for the context.

e Students’ full names will not be used anywhere on the website, VLE or the school’s
Social Networks, particularly in association with photographs.

e Students listed on the Photo Non-Consent list MUST NOT be used in any digital or
printed publication unless permission has been sought from the parent or guardian.
Always refer to the current Photo Non-Consent located on the staff shared area:
MUST READ

Information System Security
e School ICT systems’ capacity and security will be reviewed regularly.
e Virus protection will be installed and updated regularly.
e See also ‘USB memory sticks and other Portable Data Storage Devices’.

Protecting Personal Data
Personal data will be recorded, processed, transferred and made available according to
the Data Protection Act 1998.

Assessing Risks

The school will take all reasonable precautions to prevent access to inappropriate material.
However, due to the international scale and nature of linked internet content, it is not
possible to guarantee that unsuitable material will never appear on a school computer. The
school cannot accept liability for the material accessed, or any consequences of internet
access.

The school will audit ICT use to establish if the e-safety policy is adequate and that the
implementation of the e-safety policy is appropriate every 12 months.

Appendices: Acceptable Use Policy 2017-18
Policy on the Use of social Networking Websites
Use of Photography/Film



Weatherhead

Staff and Volunteer Acceptable Use Policy IS
(AUP) 2017-18

This policy should be read in conjunction with the following documents which can be found
in the staff handbook:

e E-Safety Guidelines for Staff

e Policy for the Use of Social Networking Websites

e Policy for the Use of Photography/Film

As a member of staff at Weatherhead High School, you have access to a varied range of
ICT hardware and software systems. The computer systems owned by the school are
available to staff, students and community learners to support and enhance education.
Weatherhead High School will endeavour, wherever possible, to provide a safe and secure
environment for its users.

This agreement is to protect all parties. It applies to the use of school owned devices used
on or off site and personal devices used on or off site to access the school network.
Anyone who fails to comply, or who acts in a way that is inappropriate or irresponsible,
may lose access rights to the school computers. In exceptional circumstances, where
there are reasonable grounds to suspect that a user has committed a serious criminal
offence, the police will be informed and a criminal prosecution may follow.

The school will exercise its right, by electronic means, to monitor the use of the school's
computer systems. This includes monitoring of websites, the interception of email and
messages and the deletion of inappropriate materials held in a work area in circumstances
where it believes unauthorised use of the school's computer system is or may be taking
place or the system is or may be being used for criminal purposes or for storing text or
imagery which is unauthorised or unlawful.

As a member of staff or volunteer at Weatherhead High School | understand that:

1. The use of the internet and facilities such as e-mail are intended for educational
purposes only. Any view communicated over the internet may be deemed to be a
view of the school akin to formal correspondence issued by post. Personal views
about the school in an electronic communication should not be given or must be
endorsed by the Headteacher or a member of the SLT.

2. | am required to only access the computer network, internet, software packages,
including learning platforms (e.g. Google Classroom), with the usernames and
passwords which | have been given. ALL passwords are to be kept safe and secure.
This information must not be shared.

3. Any use of the computers will not involve any activities which would be damaging to
the school or its reputation.

4. The school may monitor my use of ICT systems, email and other digital
communications and may check my computer files and monitor the Internet sites |
visit.



10.

11.
12.
13.

14.

15.

| must not access (unless through shared work areas), copy, remove or otherwise alter
any other user’s files. School Technical staff are required to access an individual’s files
under senior instruction and for professional maintenance.

| will only create, transmit, publish, access or receive images, text, materials or
data/information which is polite and responsible.

| will not engage in unacceptable deliberate misuse of technology. The following
activities, whilst not an exhaustive list, are unacceptable:

a. The access to or creation, transmission or publication of any offensive, obscene,
violent or indecent images, sounds, data or other material.

b. The access to or creation, transmission or publication of any data capable of being
displayed or converted to such obscene or indecent images, sounds, data or other
material.

c. The creation, transmission or publication of any material which is designed or likely
to cause offence, inconvenience or needless anxiety.

d. The creation, transmission or publication of defamatory material.

The use of any form of electronic communication, in or out of school, to make
derogatory, offensive or threatening comments about any member of the school
community is not acceptable at Weatherhead and will not be tolerated. Sanctions will
be applied as deemed appropriate by the Headteacher. See also Policy on Social
Networking Sites.

| must and will report any illegal, inappropriate or harmful material or messages sent to
me or accidentally accessed by me. Reports will be treated confidentially and will help
to protect everyone.

| must only communicate with students, parents/carers using official school systems.
Any such communication will be professional in tone and manner.

The school reserves the right to delete any files that may be held on its computer systems.
| must not download or install anything that knowingly may threaten the school ICT systems.

| am to respect the legal protection provided by copyright and licence to programs and
data and work in line with the Data Protection Act 1998.

All work uploaded, displayed and sent via learning platforms (e.g. Google Classroom)
will be appropriate and inoffensive; this includes all files personal or public.

A breach of this policy, deliberate or otherwise, may lead to disciplinary action.

Due to the evolving digital world and emerging electronic resources, this AUP will be
subject to constant review.

| have read and understood all of the above:

Print name

Sign

Position

Date
)




Policy On The Use Of Social Networking Sites

The purpose of the policy is to provide clarity to all school staff on the use of any social
networking site, e.g. Facebook, Twitter, Instagram and its implications in relation to future
employment status i.e. disciplinary action and potential dismissal. The policy relates to any
young person under 19 years of age, any ‘looked after child’ under the age of 21 years of
age, and any young person with special educational needs under the age of 24 years of
age.

Any member of staff can have an account on a social networking website however it is the
responsibility of the individual to ensure that anything placed on the social networking site
is appropriate and meets the standards expected of professional teachers and school
support staff.

NB School employees who have their own social networking site may have contact with
relatives or family friends. However all the requirements below would still apply to the use
of Social Networking Sites.

All school staff must
e Demonstrate honesty and integrity, and uphold public trust and confidence in
respect of anything placed on social networking sites.

e Ensure that any content shared on any social networking site, at any time, would be
deemed as appropriate i.e. staff are personally responsible for ensuring that any
privacy settings meet this requirement.

e Ensure appropriate language is used, at all times, for any comments placed on
social networking sites.

e Ensure that any comments and/or images, at any time, could not be deemed as
defamatory or in breach of any relevant legislation.

All school staff must not
e Have contact with current/ex students (following the guidelines above), or other
children or young people where there is a relationship developed as part of their
‘professional’ role e.g. music tutor, on any social networking site.

e Use social networking sites as a forum to make derogatory comments which could
bring the school into disrepute, including making comments about students,
parents, other staff members, the senior leadership team, governors, local authority
or the wider community.

All staff employed at Weatherhead High School have to adhere to school policies.

Any breaches of policy could result in disciplinary action and may result in your
dismissal.

This document has been consulted, developed and agreed by Wirral Professional
Teachers Associations and Trade Unions.
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http://www.naht.org.uk/welcome
http://www.unison.org.uk/
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Weatherhead High School
Use of Photography/Film

Policy

The School welcomes positive publicity and the benefits of photographs and video clips in
adding life and interest to school activities and helping the school community to identify and
celebrate school achievements, but it also respects young people’s and adults’ rights to
privacy. The school is also fully aware of safeguarding issues. The school’s policy is to
therefore reasonably balance the risk against promotion.

Risks can be minimised by following the guidelines detailed in this policy.

Data Protection Act

Photos and video images of students and staff are classed as personal data under the
terms of the Data Protection Act 1998. For this reason we require the consent of either the
individual concerned or, in the case of students, their legal guardians before we can display
these images in the media, in publications, on websites or in public places.

Permission to use photographs of students is requested on entry to the school. A listis
kept of those students for whom permission has been withdrawn on the staff shared area.
(Staff share: MUST READ/Photo Non consent List)

It is the responsibility of the member of staff filming or photographing the event to check this
list and ensure that ‘Do Not Film’ students are not included.

It is School Policy not to permit private filming or photography of school events by parents,
carers or visitors, to avoid safeguarding concerns. The School will endeavour to announce
this at the beginning of all public productions; SLT will endeavour to be vigilant during
productions and intervene where necessary.

Safeguarding Concerns
Risk occurs when individual students can be identified by their names alongside

photographs. For this reason, the school will only use full names in photographs that are
displayed within the school or publicly for post 16 students.

The school will not provide full names for any other purpose unless special parental
consent has been received.

Since the content of the photograph can be used or adapted for inappropriate use, only
images of students in suitable dress will be taken.

Should the school learn about any inappropriateness of image use involving its students, it
will immediately act and report it as we would for any other safeguarding issue.

When a commercial photographer/film maker is used the school will:
e Provide a clear brief;
e Issue identification;
e Obtain consent via the Home-Academy Agreement and
¢ Not allow unsupervised access to students.

Images taken by Students

The school permits students to take photographs and videos of each other as a way of
recording events and as part of curriculum provision. This may take place in school, on



school trips or on residential visits. The use of cameras within school, on trips or visits is
part of the pleasure and learning. There is no reason why students should not be allowed to
take photographs so long as anyone photographing respects the privacy of the person
being photographed. This is seen as part of the School’'s Code of Conduct.

Infringement of this respect of privacy is akin to bullying and will be dealt with in the same
way as any other breach of school discipline.

Extract from Safer Working Practices Document
All staff are made aware of the Safer Working Practice Document which is available in the
MUST READ folder on the staff shared area. The relevant extract is outlined below:

Photography and Videos

Working with students may involve the taking or recording of images. Any such work should
take place with due regard to the law and the need to safeguard the privacy, dignity, safety
and well-being of students. Informed written consent from parents or carers and agreement,
where possible, from the child or young person, should always be sought before an image
is taken for any purpose.

Careful consideration should be given as to how activities involving the taking of images are
organised and undertaken. Care should be taken to ensure that all parties understand the
implications of the image being taken especially if it is to be used for any publicity purposes
or published in the media, or on the Internet. There also needs to be an agreement as to
whether the images will be destroyed or retained for further use, where these will be stored
and who will have access to them.

Adults need to remain sensitive to any children who appear uncomfortable, for whatever
reason, and should recognise the potential for such activities to raise concerns or lead to
misunderstandings.

It is not appropriate for adults to take photographs of children for their personal use.

It is recommended that when using a photograph the following guidance should be
followed:

if the photograph is used, avoid naming the student in full

if the student is named, avoid using their photograph

schools should establish whether the image will be retained for further use
images should be securely stored and used only by those authorised to do so.

This policy is shared with staff and reviewed on an annual basis.



Student Acceptable Use Policy (AUP) 2017-18
As a student at Weatherhead High School, you have access to a varied range of computers and
software systems, including access to the internet, to support and enhance your education.
Weatherhead High School will endeavour, wherever possible, to provide a safe and secure
environment for its users, free from inappropriate material.

The school has an e-safety education programme but the responsibility lies with each individual to
use ICT in a safe, sensible and responsible manner, to ensure that there is no risk to your safety
or to the safety and security of other users, or the ICT systems.

For my own personal safety:

| will not share my passwords. | will not reuse or recycle passwords. A strong password
includes numbers, symbols, capital letters and lower-case letters.

| will not disclose or share personal information about myself or others online.

| will be aware of ‘stranger danger’ when communicating online and | will report contact from
people | do not know.

| will not arrange to meet ‘strangers’ offline that | may have communicated with online.

| will immmediately report any unpleasant or inappropriate material or message sent to me, or
accidentally accessed by me, or anything that makes me feel uncomfortable when | see it
online.

| understand that | am responsible for my actions both in and out of school

| will not try to use any other person’s username/password to access the computer network,
virtual learning environments (e.g. MathsWatch, SAM Learning, Google Classroom) or internet
sites or apps (e.g. social media, email, cloud storage, online gaming).

| will respect the legal protection provided by copyright and licence to programs and data.

| will not download, browse, upload, send or forward illegal or offensive material.

All work uploaded/displayed and sent via the school’s learning platforms will be appropriate
and inoffensive.

Use of the computers will not involve any activities which would be damaging to the school or
its reputation.

| will only send or receive text, images, audio or video which is polite and responsible. | must
not violate (break) any law or regulation, be defamatory (insulting), offensive (hateful), abusive
(violent), indecent (unsuitable/lewd), obscene (rude), harass or cause distress.

The use of any form of electronic communication, in or out of school, to make derogatory,
offensive or threatening comments about any member of the school community (students,
staff, parents/carers, governors) is not acceptable at Weatherhead and will not be tolerated.
Sanctions will be applied as deemed appropriate by the Headteacher, including the potential
for exclusion, permanent or otherwise.

| will act as | expect others to act towards me

| will not take or distribute images of anyone without their permission.

| will respect others’ work and property and | will not access, copy, delete, remove or
otherwise alter any other user’s files, without the owner’s knowledge and permission.

| will be polite and responsible when | communicate with others, | will not use strong,
aggressive or inappropriate language and | appreciate others may have different opinions.

| will be accepting of others regardless of gender, religion, race, age, disability or sexual
orientation.



| understand that everyone has equal rights to use technology as a resource and:

| understand that the school ICT systems are primarily intended for educational use; | will not
use the systems for personal or recreational use unless | have permission to do so.

| understand that the school monitors my use of the ICT systems and digital communications
to help identify harmful content and misuse online and offline.

| understand that the school reserves the right to delete any files that may be held on its
computer systems.

| will not download or install anything that knowingly may threaten the school ICT systems.

When using the internet for research or recreation, | recognise that:

| should ensure | have permission to use the original work of others in my own work.

Where work is protected by copyright, | will not try to download copies (this includes music and
videos).

When using the internet to find information, | should take care to check that the information
that | access is accurate, as | understand that the work of others may not be truthful and may
be an attempt to mislead me.

| understand that anyone who fails to comply, or who acts in a way that is inappropriate or
irresponsible, may lose access rights to the school computers and parents/carers may be
informed. In some cases this may lead to the application of school sanctions. In exceptional
circumstances, where there are reasonable grounds to suspect that a user has committed a
serious criminal offence, the police will be informed and a criminal prosecution may follow.

Due to the evolving digital world and emerging electronic resources, this AUP will be subject to
constant review.

Student Acceptable Use Policy Agreement Form 2017-18

PARENT/CARER: We have discussed the student AUP and my daughter/ward agrees to follow
the e-safety rules and to support the use of ICT at Weatherhead High School.

Parent/Carer signature: ...........coooeviiiiiiiicicccccee e Date: ..o,

STUDENT: | have read and understand the Acceptable Use Policy and agree to follow these
guidelines when:

e | use the school ICT systems and equipment (both in and out of school)

¢ | use my own equipment in school (where permitted)

e | use my own equipment out of school in a way that is related to me being a member of this

school e.g. communicating with other members of the school community

| agree that any use of the computers will not involve any activities which would be damaging to
the school or its reputation.

Y (W00 =) a1 8 4 F=1 1 4 1= RS Form: ..o

Student SIgNature: ... Date: ..o

A copy of this policy is available on the school website.





